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Step 3 Configure the time parameters, and then click Next. 

Figure 3-2 Time zone setting 

 

 

Step 4 Set the password for the admin account, enter valid email ID and set security questions. 

 
Figure 3-3 Password settings 
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Figure 4-1 Login page 

 
Step 3 Click Login. 

The Live page is displayed. For details, see "5.1 Live Page". Click  on the left-upper corner of the page to display the home 
page. 

 

Figure 4-2 Home page 

 
 
 

For first-time login, you need to install the plug-in. Follow the on-screen instructions to complete the download and 
installation. 
 

Table 4-1 Description of main page 

No. Button Description 
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Chroma Gain 
Suppression 

Reduce the image color and prevent it from being too strong. The higher the 
value, the stronger the effect. 
 

 
This parameter takes effect only when the Camera is in an environment with low 
luminance. 
This parameter is available on PTZ cameras. 

Sharpness Change the sharpness of image edges. The higher the value, the clearer the 
image edges. If the value is too high, image noise is more likely to appear. 

 
Sharpness 
Suppression 

Change the sharpness NCT level of the Camera. The higher the value, the 
stronger the sharpness CNT. 

 
 
This parameter takes effect only when the Camera is in an environment with low 
luminance. 
This parameter is available on PTZ cameras. 

 
Gamma 

Change the image brightness and contrast in a non-linear way. The higher the 
value, the brighter the image. 

 
Flip 

Change the display direction of the image. 
Normal (0o): The normal display of the image. 
Reflection (180o): The image flips up and down. 

OIS Optical Image Stabilization (OIS) is used to effectively solve the problem of 
image shaking during use through ISP algorithm and optical technology, thus 
presenting clearer images. It is On by default. 
This function is available on selected models. Optical image stabilization and 
electronic image stabilization cannot be enabled at the same time. 

EIS Electronic image stabilization (EIS) is used to effectively solve the problem of 
image shaking during use, thus presenting clearer images. It is Off by default. 
This parameter takes effect only when the Device is in an environment with low 
luminance. 
This function is available on selected models. 
Optical image stabilization and electronic image stabilization cannot be enabled 
at the same time. 

 
Mirror 

After enabling this function, cameras flip the video feed horizontally, correcting 
the image orientation when the camera is mounted at an unconventional angle. 
 

 
This parameter is available on selected models. 

Image Freeze After this function is enabled, the image at the called preset is displayed directly 
if you call a preset or tour, and no images during the rotation of the camera are 
displayed. 
 

 
This parameter is available on PTZ cameras. 

 
Step 3 Click Apply. 
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Figure 4-11 White balance (PTZ Camera) 

      
 

Table 4-6 Description of whitelight parameters 

Parameter Description 

 
Auto 

The system compensates WB according to color temperature to ensure color 
precision. 

Indoor The system compensates WB for the general situation of indoor lighting to ensure 
color precision. 

Outdoor 
 

The system auto compensates WB to most outdoor environments with natural or 
artificial light to ensure color precision. 

ATW When the device is tracked, the system auto compensates WB to ensure color 
precision. 

 
Manual 

Configure red gain and blue gain manually. The system auto compensates WB 
according to color temperature. 

Sodium Lamp  
The system compensates WB to sodium lamp to ensure color precision. 

Natural Light The system auto compensates WB to environments without artificial light to ensure 
color precision. 

 
Custom Area 

custom area setting in IP cameras enables users to select a specific portion of the 
image to calculate and adjust the color temperature. This ensures that the selected 
area appears natural and consistent in terms of color, regardless of challenging or 
uneven lighting conditions in the rest of the scene 

Street Lamp The system compensates WB to ensure color precision in outdoor scenes at night. 

 

Step 3 Click Apply. 
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Off Defog function is disabled. 

 

Step 3 Click Apply. 

 
4.3.1.11 AI ISA 

AI ISA (AI Intelligent Scene Adaptation) refers to an AI-based image optimization function that 
automatically analyzes the scene and adjusts image parameters to ensure clear and balanced video under 
different lighting conditions. 
 

 
This feature is available only in selected models. 
 

Procedure 

Step 1 Click  on the upper-right corner of the page, and then select Camera > Image > AI ISA. 

Step 2 Select the camera that needs to be configured from the Channel drop-down list, and then 

configure illuminator mode. 

Step 3 Set the Mode to Off, On, or Auto as required. 

Step 4 Click Apply to save the settings. 

 
Figure 4-17 AI ISA
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Compression 

Select encode mode. 
H.264: It includes H.264B (baseline profile encode mode), H.264 
(main profile encode mode) and H.264H (high profile encode 
mode). Under the same image quality, the bandwidth of the three 
decreases in turn. 
H.265: Main profile encode mode. Compared with H.264, it 
requires smaller bandwidth. 
MJPEG: Under this mode, the image requires a high bit rate to 
ensure clarity. You are recommended to set the Bit Rate to the 
biggest value in the Reference Bit Rate. 

Encoding Strategy Select the encoding strategy to balance video quality and 
bandwidth usage. 
General: Standard encoding mode suitable for most scenarios. 
Instastream: Dynamically adjusts bit rate based on scene changes 
to save bandwidth. 
AI Instastream: Uses AI to prioritize key targets and reduce 
background bit rate for better efficiency. 

 
Resolution 

The resolution of the video. The higher the value is, the clearer 
the image will be, but the bigger the required bandwidth will be. 

 
Frame Rate (FPS) 

The number of frames in one second of video. The higher the 
value is, the clearer and smoother the video will be. 

 
 
 
 
Bit Rate Type 

The bit rate control type during video data transmission. You can 
select the bit rate type from: 
CBR (Constant Bit Rate): The bit rate changes a little and keep 
close to the defined bit rate value. 
VBR (Variable Bit Rate): The bit rate changes as the monitoring 
scene changes. 

 
The Bit Rate Type can only be set as CBR when the Encode Mode 
is set as MJPEG. 

Quality This parameter can be configured only when the Bit Rate Type is 
set as VBR. The better the quality, the bigger the required 
bandwidth will be. 

 
Reference Bit Rate 

The most suitable bit rate value range is recommended to the 
user according to the defined resolution and frame rate. 

 
Max Bit Rate 

This parameter can be configured only when the Bit Rate Type is 
set as VBR. You can select the value of the Max Bit Rate according 
to the Reference Bit Rate value. The bit rate then changes as the 
monitoring scene changes, but the max bit rate remains close to 
the defined value. 

Bit Rate This parameter can be configured only when the Bit Rate Type is 
set as CBR. Select the bit rate value in the list according to the 
actual condition. 

I Frame Interval The number of P frames between two I frames, and the I Frame 
Interval range changes as FPS changes. It is recommended to set 
IFrame Interval twice as big as FPS. 

Watermark You can verify the watermark to check if the video has been 
tampered. 
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Step 2 Configure TCP/IP parameters. 

Figure 4-33 TCP/IP 

 
 

Table 4-14 Description of TCP/IP parameters 

Parameter Description 

 
Host Name 

Enter the host name. 
 

 
The maximum length is 32 characters. 

 
 
 
ARP/Ping 

Click  to enable ARP/Ping to set the IP address service. Get the camera 
MAC address, and then you can change and configure the device IP address 
with the ARP (Address Resolution Protocol) /ping command. This is enabled 
by default. During restart, you will have no more than 2 minutes to configure 
the device IP address by a ping packet with a certain length, the server will be 
turned off in 2 minutes, or it will be turned off immediately after the IP 
address is successfully configured. If this is not enabled, the IP 
address cannot be configured with ping packet. 

NIC Select the Ethernet card that needs to be configured, and the default tone is 
Wire. 

 
 
 
 
Mode 

The mode that the camera gets IP: 
Static 
Configure IP Address, Subnet Mask, and Default Gateway manually, and then 
click Save. The login page with the configured IP address is displayed. 
DHCP (Dynamic Host Configuration Protocol) 
When there is a DHCP server in the network, select DHCP, and the camera 
acquires an IP address automatically. 
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4.4.2.2 InstaOn Cloud 
 
The InstaOn Cloud feature enables secure remote access to the device through the InstaOn mobile 
application without complex network configuration. 
 

Prerequisites 
The camera has connected to the network. 
 

Procedure 

Step 1 Select  > Network Settings > InstaOn Cloud. 

Step 2  Turn on Enable toggle to connect to the InstaOn Cloud service. 

Step 3  Scan this QR code to download the InstaOn mobile application on your smartphone and use the QR 

code or Cloud ID to add the device to the InstaOn app for remote live view, playback, and configuration. 

                                                          Figure 4-35 InstaOn Cloud 

                                          

Step 4  Click Apply. 
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Channel: The channel number, which starts from 1. For example, if you are 
using channel 2, then the channel=2. 
Subtype: The bit stream type; 0 means mainstream (Subtype=0) and 1 
means sub stream (Subtype=1). 
Example: If you require the sub stream of channel 2 from a certain device, 
then the URL should be: 
rtsp://admin:admin@10.12.4.84:554/cam/realmonitor?channel=21&= 1 
If username and password are not needed, then the URL can be: 
rtsp://ip:port/cam/realmonitor?channel=11&=0 
When the URL format requires RTSP, you need to specify the channel 
number and bit stream type in the URL, and also username and password if 
needed. 
When playing live view with Blackberry smart phone, you need to turn off 
the audio, and then set the codec mode to H.264B and resolution to 
CIF. 

HTTPS Port Hyper Text Transfer Protocol over Secure Socket Layer Port, the secure 
version of the HTTP protocol. It is 443 by default. 

 
Step 3 Click Apply. 
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Figure 4-41 SNMP (2) 

 
 

Table 4-18 Description of SNMP parameters 

Parameter Description 

SNMP Port The listening port of the software agent in the device. 

Read Community The read and write community string that the software agent 
supports. 
 

 
You can enter number, letter, underline and dash to form the 
name. 

 
Write Community 

 
Trap Address 

The target address of the Trap information sent by the software 
agent in the device. 

 
Trap Port 

The target port of the Trap information sent by the software agent 
in the device. 

 
Read-only Username 

Set the read-only username accessing device, and it is public by 
default. 
 

 
You can enter number, letter, and underline to form the name. 

 
Read/Write Username 

Set the read/write username access device, and it is private by 
default. 
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Table 4-23 Description of basic services parameters 

Parameter Description 

 
SSH 

You can enable SSH (Secure Shell) authentication to perform safety 
management. This function is disabled by default. 

 
ONVIF 

Enable this function, and then other devices can access through this 
service. The function is enabled by default.  

LLDP After LLDP is enabled, the network is accessed using the LLDP protocol. 

TLS Version Selects the Transport Layer Security (TLS) protocol versions used for 
secure communication. 

RTSP Login Mode Compatible with the old platform login mode. The default is digest 
mode. 
 

This option is available in selected models. 

Online Log Backup When enabled, system logs can be backed up remotely for 
troubleshooting, diagnostics, and maintenance purposes. 
 

This option is available in selected models. 

Mobile Push Notification Enables the device to send real-time alert notifications to the mobile 
application when an event occurs. 

This option is available in selected models. 

 

Step 3 Click Apply. 
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Step 2 Click Add. 

Figure 4-74 Add user (system) 

Figure 4-75 Add user (live) 

 
 

 
 
 
 



95  

 
 
 

Figure 4-76 Add user (search) 

 
 

Figure 4-77 Add user (restricted login) 

 

 
Step 3 Configure user parameters. 
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2P 

Two associated 180° rectangular image 
screens, and at any time, the two screens 
form a 360° panoramic image. It is also 
called a dual-panoramic image. You can 
move the start point (left and right) on the 
two rectangular panoramic image screens, 
and the two screens link each other. 

 
1+2 

Original image screen + two independent 
sub-screens. Ground Mount does not 
support this display mode. You can zoom 
or drag the image on all the screens. You 
can rotate the image on the original image 
screen to change the start point. 

 
1+3 

Original image screen + three 
independent sub screens. You can zoom 
or drag the image in all the screens. You 
can rotate the image on the original 
image screen to change the start point. 

 
1+4 

Original image screen + four 
independent sub screens. You can zoom 
or drag the image in all the screens. You 
can rotate the image on the original 
image screen to change the start point. 

 
1P+6 

360° rectangular panoramic screen + six 
independent sub-screens. You can zoom 
or drag the image in all the screens. You 
can move the start point (left and right) 
on rectangular panoramic image screen. 

 
1P+8 

Original image screen + eight 
independent sub screens. You can zoom 
or drag the image in all the screens. You 
can rotate the image on the original 
image screen to change the start point. 

            
 
 
 

     Wall mount 

 
1P 

180° rectangular panoramic image 
screen (from left to right). You can drag 
the image in all the screens (up and 
down) to adjust the vertical view. 

 
1P+3 

180° rectangular panoramic image 
screen + three independent sub-screens. 
You can zoom or drag the image in all 
the screens. You can drag the image in 
all the screens (upper and lower) to 
adjust the vertical view. 

 
1P+4 

180° rectangular panoramic image 
screen + four independent sub-screens. 
You can zoom or drag the image in all 
the screens. You can drag the image in 
all the screens (upper and lower) to 
adjust the vertical view. 

 
1P+8 

180° rectangular panoramic image 
screen + eight independent sub-screens. 
You can zoom or drag the image in all 
the screens. You can drag the image in 
all the screens (upper and lower) to 
adjust the vertical view. 
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Figure 6-5 Selecting video 

 
 

Step 4 Click Download. 

Step 5 Select the download format and storage path. 

Figure 6-6 Download video 

 
 

Step 6 Click Start Download. 

The system starts to download the video and displays the download progress. After the video is downloaded 

successfully, the video file is saved in the configured storage path. 
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Step 5 Click  next to Enable to enable the FTP function. 

 
Figure 6-13 Network storage (FTP) 

 

 
Step 6 Configure FTP parameters. 

Table 6-4 Description of FTP parameters 

Parameter Description 

Server IP The IP address of the FTP server. 

Port The port number of the FTP server. 

Username The username to log in to the FTP server. 

Password The password to log in to the FTP server. 

Storage Path The storage path in the FTP server. 

Directory Structure Select a directory level for the storage path and then set 
the directory name for the level. 

Urgently store to local Click  , and when the FTP server does not work, all 
the files are saved to the internal SD card. 

 

Step 7 Click Apply. 

Step 8 Click Test to test whether the FTP function works normally. 
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Step 5 Select the download format and storage path. 

 
Figure 7-4 Download page 

 

 

Step 6 Click Start Download. 
The downloaded images are saved in the configured storage path. 
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Face Cutout 

Set a range for the captured face image, including the face and 
one-inch image. It supports custom settings.  
 
When selecting Custom, click         on the right side, configure the 
parameters on the prompt page, and then click Apply. 

• Customized width: Set snapshot width; enter the times 
of the original face width. The value ranges from 1 to 5. 

• Customized face height: Set face height in snapshot; 
enter the times of the original face height. The value 
ranges from 1 to 2. 

• Customized body height: Set body height in snapshot; 
enter the times of the original body height. The value 
ranges from 0 to 4. 
When the value is 0, it cuts out the face image only. 

 
 
 
Snapshot Mode 

• Real-time: The Camera takes snapshot immediately 
when it detects faces.  

• Optimized: The camera captures the clearest images 
within the optimized duration after it detects faces. 

• Quality Priority: The Camera captures the clearest image 
when it detects that the captured image quality exceeds 
the set quality threshold. 

 
The quality threshold and optimized duration are configured in 
Advanced below. 

Advanced Quality Threshold: Set a quality threshold to capture the clearest 
image after the Camera recognizes the face. 

 
Step 5     Set arming periods and alarm linkage action. 
 

• Click Add Schedule to add time plan. 

• Click + Event Linkage to set the linkage action and configure linkage parameters. 
Step 6 Click Apply. 

 

8.2.2 Configuring IVS 
This section introduces scene selection requirements, rule configuration, and global configuration for IVS 
(intelligent video surveillance). 
Here are the basic requirements on the scene. 

• The target should occupy no more than 10% of the whole image. 

• The target  size in the image should be no more than 10 × 10 pixels. The size of abandoned 
object in the image should be no less than 15 × 15 pixels (CIF image). The target height and 
width should no more than a third of the image height and width. The recommended target 
height is 10% of the image height. 

• The brightness difference of the target and the background should be no less than 10 gray 
levels. 

• The target should be continuously present in the image for no less than 2 seconds, and the 
moving distance should be larger its width and no less than 15 pixels (CIF image) at the same 
time. 

• Reduce the complexity of surveillance scene as much as you can. Intelligent analysis functions 
are not recommended to be used in scene with dense targets and frequent illumination 
change. 

• Avoid areas such as glass, reflective ground, water surface, and areas interfered by branch, 
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shadow and mosquito. Avoid backlight scene and direct light. 
 

 

8.2.2.1 Global Configuration 
 
Set global rules for IVS, including calibration drawing, calibration verification and sensitivity. 
 

Background Information 
 

Determine the corresponding relationship between a 2D image captured by the camera and a 3D actual 
object according to one horizontal ruler and three vertical rulers calibrated by the user and the 
corresponding actual distance. 
 

Here is the applicable scene: 

• Medium or distant view with installation height of more than three meters. Scenes with 
parallel view or ceiling-mounted are not supported. 

• Calibrate the horizontal plane, not vertical walls or sloping surfaces. 

• This function is not applicable to scenes with distorted views, such as the distorted views 
captured by a super wide-angle camera. 

 
Pay attention to the following points. 

• Calibration Drawing 
o Calibration area: The calibration area drawn should be on one horizontal plane. 
o Vertical ruler: The bottom of the three vertical rulers should be on the same horizontal plane. 

Select three reference objects with fixed height in triangular distribution as vertical rulers, 
such as a vehicle parked at the roadside or road lamp poles. Arrange three persons to draw at 
each of the three positions in the monitoring scene. 

o Horizontal ruler: Select a reference object with known length on the ground, such as a sign on 
the road, or use a tape to measure the actual length. 

• Calibration Verification 
After setting the ruler, draw a straight line on the image, check the estimated value of the straightline, 
and then compare this value with the value measured in the actual scene to verify calibration accuracy. 
In case of a major difference between the estimated value and the actual one, fine-tune or reset 
parameters until the error requirement is met. 

 
Procedure 
 
Step 1 Click AI > AI Config > Smart Plan.  

Step 2 Click  beside IVS and click Next. 

 

Face detection and IVS cannot be enabled at the same time for presets. 
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Figure 8-5 Smart plan (IVS) 

 
 

Step 2 Click IVS in the Rule Config page. 

Step 3 Click Global Config. 

Step 4 Configure calibration area and rulers on the left screen. 

 

• Click  and draw a calibration area in the image, and right-click to finish the drawing. 

• Click the ruler icon to draw one horizontal ruler and three vertical rulers in the calibration area. 

o  indicates vertical ruler, and  indicates horizontal ruler. 

o Select an added ruler and click  to delete the ruler. 

• Configure the actual length. 

 
Step 5   Configure parameters for the IVS of global configuration. 

Sensitivity: Adjust the filter sensitivity. With a higher value, it is easier to trigger an alarm when a low-contrast 

object and a small object are captured, and the false detection rate is higher. 

 
Figure 8-6 Global configuration (IVS) 
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Step 6 Click Apply. 

 

Related Operations 
a. Select the verification type, and then click Calibration Verification. 

To verify the vertical ruler and horizontal ruler, respectively, select Height Verification and Width 

Verification. 

b. Draw a straight line in the image to verify whether the rulers are correctly set. 

In case of a major difference between the estimated value and the actual one, fine-tune or reset parameters 

until the error requirement is met. 

8.2.2.2 Rule Configuration 
 

This section introduces the rules used on IVS, including tripwire, intrusion, abandoned object, missing 
object, fast moving, parking detection, crowd gathering, crossing virtual fence and loitering detection. 
 

Prerequisites 
 

The global configuration for IVS has been completed. 

 
Background Information 
 
The roles and applicable scenes of various rules are as follows. The following section uses tripwire as an example 
to introduce the rule configuration of IVS. 
 

Table 8-2 Description of IVS parameters 
Rule Functions Applicable Scene 

Crossing 
Virtual Fence 

When a target crosses the fence toward 
the defined direction, the alarm is 
triggered, and the linkage is executed. 

Scenes such as roads, airports, and 
other isolation zones. 

 
Tripwire 

When a target crosses the line toward 
the defined direction, the alarm is 
triggered, and the linkage is executed. 

 
Scenes with sparse targets and no 
occlusion among targets, such as 
the perimeter protection of an 
unattended area. 

Intrusion When the target enters, leaves, or 
appears in the detection area, an alarm 
is triggered, and the system performs 
defined alarm linkages. 

Abandoned 
Object 

When an object is abandoned in the 
detection area over the defined time, an 
alarm is triggered, and then the system 
performs the defined alarm linkages. 

Scenes with sparse targets and 
without obvious and frequent light 
change. A simple scene in the 
detection area is recommended. 
Missed alarm might increase in 
scenes with dense targets, 
frequent occlusion, and people 
staying. 
In scenes with complex foreground 
and background, a false alarm 
might be triggered for an 
abandoned or missing 
object. 

 
 
Missing 
Object 

 
When an object is taken out of the 
detection area over the defined time, an 
alarm is triggered, and then the system 
performs the defined alarm linkages. 
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Fast Moving 

When the motion speed is higher than 
the defined speed, an alarm is triggered, 
and then the system performs the 
defined alarm linkages. 

Scenes with sparse targets and less 
occlusion. The camera should be 
installed right above the 
monitoring area. The light 
direction should be vertical to the 
motion direction. 

Parking 
Detection 

When the target stays over the defined 
time, an alarm is triggered, and then the 
system performs the defined alarm 
linkages. 

Road monitoring and traffic 
management. 

 
Crowd 
Gathering 

When the crowd gathers or the crowd 
density is large, an alarm is triggered, 
and then the system performs defined 
alarm linkages. 

Scenes with medium or long 
distance, such as outdoor plaza, 
government entrance, station 
entrance and exit. It is not suitable 
for short-distance view 
analysis. 

 
Loitering 
detection 

When the target loiters over the 
shortest alarm time, an alarm is 
triggered, and then the system performs 
defined alarm linkages. After the alarm 
is triggered, if the target stays in the 
area within the time interval of the 
alarm, then the alarm 
will be triggered again. 

 
 
Scenes such as the park and hall. 

 

Procedure 
Step 1 Click AI > AI Config > Smart Plan.  

Step 2  Click  beside IVS and click Next. 

Step 3 Click Rule Config and then select IVS.  

Step 4 Click Rule Config. 

Step 5 Click Add Rule on the Rule Config page, and then select IVS functions from the drop-down list. 

The added rules are displayed in the drop-down list. Click the name, and you can edit the rule name; the rule is 
enabled by default. 

 
Figure 8-7 Tripwire 

 

 

Step 6 Click  to draw rule lines in the image. Right-click to finish drawing. 

Different rules have slightly different drawing requirements. After drawing rules, drag corners of the detection 

area to adjust the area range. 
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Table 8-3  Description of detection area parameters 

Rule Description 

Crossing Virtual 
Fence 

 
Draw a detection line. 

Tripwire 

Intrusion Draw a detection area. 

• During the detection of abandoned objects, the alarm is also 
triggered if a pedestrian or vehicle stays for a long time. If the 
abandoned object is smaller than a pedestrian or vehicle, set the 
target size to filter pedestrians and vehicles or properly extend 
the duration to avoid false alarms triggered by the transient 
staying of pedestrians. 

• During the detection of crowd gathering, a false alarm might be 
triggered by low installation height, a large percentage of single 
persons in an image or obvious target occlusion, continuous 
shaking of the camera, shaking of leaves and tree shade, frequent 
opening or closing of retractable doors, or dense traffic or people 
flow. 

Abandoned Object 

Missing Object 

Fast Moving 

Parking Detection 

Crowd Gathering 

 
Loitering Detection 

 
Step 7 (Optional) Click other icons on the right side of the image to filter targets in the image. 
 

• Click  to draw the minimum size of the detection target and click  to draw the maximum 
size of the detection target.  
 

 
Only when the target size is between the maximum size and the minimum size can the alarm be 
triggered. 

• Click , and then press and hold the left mouse button to draw a rectangle; the pixel size is 
displayed. 

• Click  to delete the detection line. 

• Click  to adjust the live page through the PTZ control panel, and then click Apply.  

• Click     to lock the PTZ function when drawing the rule lines. The longest lock time is 180 
seconds. 

 
Step 8 Set rule parameters for IVS. 
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Figure 8-8 IVS parameters 
 

 

Table 8-4 Description of IVS parameters 

Parameter Description 

 
Direction 

Set the direction of rule detection. 
When setting a tripwire, select A > B, B > A, or A <> B. 
When setting intrusion, select Enter, Exit, or Both. 

Action When setting intrusion, select Appear or Cross. 
 

 
When you select Cross, you can select Enter, Exit, or Both in Direction. 

Auto Tracking According to the actual situation, click  to enable Auto Tracking, and 
then configure Tracking Duration. 

Tracking 
Duration 

After enabling the auto tracking function, the Camera will track and capture 
the target until reaching the tracking duration.  

 
Only some devices support the function. 

 
 
Target Filter / 
Effective Target 

After enabling Target filter, effective targets are not detected, and alarms 
will not be triggered. This function is currently supported by Tripwire, 
Intrusion, and Fast Moving. 
 

 
Effective targets include Human and Motor Vehicle. Among them, non-
motor vehicle belongs to the category of People. 
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Duration 

• For an abandoned object, the duration is the shortest time for 
triggering an alarm after an object is abandoned. 

• For a missing object, the duration is the shortest time for triggering 
an alarm after an object is missing. 

• For parking detection, crowd gathering, or loitering detection, the 
duration is the shortest time for triggering an alarm after an object 
appears in the area. 

 
 
Sensitivity 

• For fast-moving, sensitivity is related to the triggering speed. Lower 
sensitivity requires a faster-moving speed to trigger the alarm. 

• For crowd gathering, sensitivity is related to the alarm triggering 
time. It is easier to trigger the alarm with higher sensitivity. 

Tracking Target 
Size Ratio 

Set the proportion of the tracked object in the detail camera screen. The 
proportion is the proportion of the tracked object to the camera screen. 

 
Step 9 Set arming periods and alarm linkage action. 
 

• Click Add Schedule to add time plan. 

• Click + Event Linkage to set the linkage action and configure linkage parameters. 
 

Step 10 Click Apply. 
 
If you need to click on the upper-right corner of the page to view alarm information, you need to subscribe 
relevant alarm event. 

 

8.3 Configuring Tour Plan 
You can configure the tour mode and time plan for different periods.  
 
Step 1 Select AI > Tour Plan. 

Step 2 Select Enable to enable tour plan function.  

Step 3 Select tour mode and idle interval. 

 

• Tour mode Select: It only supports Scene Priority at present. The Camera tours according to the 
set duration of the scene. 

• Idle Interval: The time between when the user manually operates the Camera and the Camera 
automatically rotates to the smart plan scene. 
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Step 4 Configure tour plan. 

1. Set the start time and end time of the tour. 
2. Select the period, and then click Settings to configure multi-scenario tour. 

 

Figure 8-9 Tour plan 

 

 
Table 8-5 Description of tour plan parameters 

Parameter Description 

Stay Time Set the time that the Camera stays in the scene. Double-click the 
stay time to modify the time. 

Priority Sorting 
Set the priority of multiple scenes. Click  or  to adjust the 
order. 

Delete Click  to delete the scene. 

Add Scenario Click Add Scenario to add a new tour scene. 

 

3. Click OK to complete the configuration of multi-scenario tour. 
 
Step 5 (Optional) Click Copy to copy the configuration to the selected date.  

Step 6 Click OK. 
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9 Security 
9.1 Security Status 

 

Background Information 
 
Detect the user and service and scan the security modules to check the security status of the Camera, so that 
when abnormality appears, you can process it in a timely. 
 

• User and service detection: Detect login authentication, user status, and configuration security to 
check whether the current configuration meets requirement. 

• Security modules scanning: Scan the running status of security modules, such as audio/video 
transmission, trusted protection, securing warning and attack defense, but do not detect whether 
they are enabled. 
 

You can enter the Security page via the home page. 
 

Procedure 
 
Step 1 Select Security > Security Status. 

Step 2 Click Rescan to scan the security status of the Camera. 

 
During the scanning, the icon is grey. When the icon turns blue, the scanning is complete. 

 
Figure 9-1 Security status 

 

 

Related Operations 
After scanning, different results will be displayed in different color. Yellow indicates that the security modules 
are abnormal, and green indicates that the security modules are normal. 

1. Click Details to view the details of the scanning result. 
2. Click Ignore to ignore the exception, and it will not be scanned in next scanning. 
3. Click Optimize, and the corresponding page is displayed. You can edit the configuration to clear the 

exception. 
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Figure 9-2 Details 
 

 

 

9.2 System Service 
 

Service functions can be used only after system services are enabled. 

 

9.2.1 802.1x 
 
Cameras can connect to LAN after passing 802.1x authentication.  
 
Step 1 Select Security > System Service > 802.1x. 

Step 2 Select the NIC name as needed and click  to enable it.  
Step 3 Select the authentication mode, and then configure parameters. 
 

• PEAP (Protected EAP protocol). 
1. Select PEAP as the authentication mode. 
2. Enter the username and password that has been authenticated on the server. 
3. (Optional) Click   next to CA certificate and select the trusted CA certificate inlist. 

If there is no certificate in the list, click Certificate Management at the left navigation bar. 

Figure 9-3 802.1x  (PEAP)
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• TLS (Transport Layer Security). It is applied in two communication application programs to 
guarantee the security and integrity of the data. 
1. Select TLS as the authentication mode. 
2. Enter the username. 
3. Select the certificate from the certificate list on the Device Certificate page. 

 

If there is no certificate in the list, click Certificate Management at the left navigation bar. 
 
 

4. (Optional) Click   next to CA certificate and select the trusted CA certificate in list. 

 

If there is no certificate in the list, click Certificate Management at the left navigation bar. 

 
Figure 9-4 802.1x  (TLS)  

 

 

Step 4 Click Apply. 
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9.2.2 HTTPS 
 

Background Information 
Create a certificate or upload an authenticated certificate, and then you can log in through HTTPS with your PC. 
The HTTPS can protect page authenticity on all types of websites, secure accounts, and keep user 
communications, identity, and web browsing private. 
 

• We recommend enabling HTTPS. Otherwise, the device data may be leaked. 

• After HTTPS is enabled, TLSv1.1 and earlier versions are supported by default. However, earlier 
versions of TLS might have security risks. Please select carefully. 
 

Procedure 
Step 1 Select Security > System Service > HTTPS.  

Step 2 Click  to enable HTTPS. 

Step 3 Select the certificate. 

 

If there is no certificate in the list, click Certificate Management at the left navigation bar. 

Figure 9-5 HTTPS 

 

 

Step 4 Click Apply. 
 

Related Operations 
Enter https://IPaddress in the browser. 

• If you have already installed the certificate, the normal login page will be displayed. 

• If you have not installed the certificate, the browser displays a certificate error message. 
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9.3 Attack Defense 

9.3.1 Firewall 
 
Configure firewall to limit access to the camera. 
 

Step 1 Select Security > Attack Defense > Firewall.  

Step 2 Click  to enable the firewall function. 
Figure 9-6 Firewall 

 

 

Step 3 Select Allowlist or Blocklist as the mode. 

• Allowlist: Only when the IP/MAC address of your PC is in the allowlist can you access the 
camera. Ports are the same. 

• Blocklist: When the IP/MAC address of your PC is in the blocklist, you cannot access the 
camera. Ports are the same. 

 

Step 4 Click Add to add the host IP/MAC address to the Allowlist or Blocklist, and then click OK. 

 
Figure 9-7 Adding host information 

 

 

Step 5 Click Apply. 
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Related Operations 

• Click  to edit the host information. 

• Click  to delete the host information. 
 

 

9.3.2 Account Lockout 
 
If you consecutively enter a wrong password more than the configured value, the account will be locked. 
 

Procedure 
 

Step 1 Select Security > Attack Defense > Account Lockout. 

Step 2 Configure the login attempt and lock time for the device account and ONVIF user. 

• Login Attempt: Upper limit of login attempts. If you consecutively enter a wrong password 

more than the defined number of times, the account will be locked. 

• Lock Time: The period during which you cannot log in after the login attempts reaches upper 

limit. 

Figure 9-8 Account lockout 

 

 

Step 3 Click Apply. 
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9.3.3 Anti-DoS Attack 
 
You can enable SYN Flood Attack Defense and ICMP Flood Attack Defense to defend the device against 
DoS (Denial of Service) attack. 
 

Procedure 
 
Step 1 Select Security > Attack Defense > Anti-DoS Attack. 

Step 2 Select SYN Flood Attack Defense or ICMP Flood Attack Defense to defend the device against Dos 

attack. 

 
Figure 9-9 Anti DoS attack 

 
 

Step 3 Click Apply. 
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9.4 CA Certificate 

9.4.1 Installing Device Certificate 
 
Create a certificate or upload an authenticated certificate, for example when you log in through HTTPS with your 
PC, you need to verify device certificate. 

 

9.4.1.1 Creating Certificate 
 

Creating certificate in the device. 
 

Procedure 
 
Step 1 Select Security > CA Certificate > Device Certificate.  

Step 2 Select Install Device Certificate. 

Step 3 Select Create Certificate and click Next.  

Step 4 Enter the certificate information. 

 
IP or domain name of the device is automatically entered in IP/Domain Name. 

 
Figure 9-10 Certificate information (1) 

 

 

Step 5 Click Create and install certificate. 

After the certificate is created successfully, you can view the created certificate on the Device 
Certificate page. 
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Related Operations 
• Click Enter Edit Mode, you can edit the custom name of the certificate. 

• Click   to download the certificate. 

• Click to delete the certificate. 

 

9.4.1.2 Installing Existing Certificate 
 
Import the existing third-party certificate to the Camera. When apply for the third-party certificate, you also 
need to apply for the private key file and private key password. 
 

Step 1 Select Security > CA Certificate > Device Certificate.  

Step 2 Select Install Existing Certificate and click Next. 

Step 3 Enter the Custom Name and click Browse to select the certificate path and private key file and enter the 

private key password. 

Figure 9-11 Installing Existing Certificate 

 
 

 

Step 5 Click Import and Install. 
After the certificate is created successfully, you can view the created certificate on the Device Certificate 
page. 
 

Related Operations 
• Click Enter Edit Mode, you can edit the custom name of the certificate. 

• Click   to download the certificate. 

• Click to delete the certificate. 
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9.4.2 Installing Trusted CA Certificate 
 

CA certificate is a digital certificate for the legal identity of the camera. For example, when the camera accesses 
the LAN through 802.1x, the CA certificate is required. 
 

Procedure 
Step 1 Select Security > CA Certificate > Trusted CA Certificates.  

Step 2 Select Install Trusted Certificate. 

Step 3 Enter the Custom Name and click Browse to select the certificate path. 

Figure 9-12 Install trusted certificate 

 
 
Step 4 Click OK. 
 
After the certificate is created successfully, you can view the created certificate on the Trusted CA Certificate 
page. 
 

Related Operations 
• Click Enter Edit Mode, you can edit the custom name of the certificate. 

• Click   to download the certificate. 

• Click to delete the certificate. 
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9.5 A/V Encryption 
 
The device supports audio and video encryption during data transmission. 

 
We recommend you enable A/V Encryption function. There might be safety risk if this function is disabled.  
 

Procedure 
Step 1 Select Security > A/V Encryption. 

Step 2 Configure the parameters. 

 
Figure 9-13 Encrypted transmission 

 
 

 

Table 9-1 Description of A/V encryption parameters 

Area Parameter Description 

 
 
 
 

RTSP over TLS 

 
 
Enable 

Enables RTSP stream encryption by 
using TLS. 
 

 
There might be a safety risk if this 
service is disabled. 

 
Select a device certificate 

Select a device certificate for RTSP 
over TLS. 

 
Certificate Management 

If there is no certificate in the list, 
click Certificate Management at the 
right navigation bar. 

 

Step 3 Click Apply. 
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9.6 Security Warning 
 

When a security exception event is detected, the camera sends a warning to remind you to process it in a 
timely manner to avoid a security risk. 
 

Procedure 
 
Step 1 Select Security > Security Warning. 

Step 2 Click  to enable security warning.  

Step 3 Configure the parameters. 

 
Figure 9-14 Security warning 

 

 
Step 4 Set arming periods and alarm linkage action.  

Click + Event Linkage to set the linkage action.  

Step 5 Click Apply. 
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10 Report 
 
View the statistics result of video metadata, people counting, and heat map in report form. You can enter Report 
page via home page. 
 

10.1 Video Metadata 
 

Procedure 
 
This function is available on selected models. 
 
Step 1 Click Report > Report > Video Metadata.  

Step 2 Set the period for the report. 

Step 3 Click Search. 

Figure 10-1 Video metadata 

 

 

Related Operations 
• Select the report form. 

o Click  to display the report in line chart. 

o Click  to display the report in bar chart. 

• Select the statistics type on the upper-right corner. The statistics result of unselected types 
will not be displayed. 

• Export reports. 
o Select the file format, and then click Export. 

o Select png: Displays the report in image format. 
o Select csv: Displays the report in list format. 

 
 
 
 
 
 
 
 
 
 



178  

10.2 People Counting 
 

People Counting is used to view and analyze statistical reports based on people counting rules within a 
specified time range. 
 
 
This function is available in selected models. 
 

Procedure 
 
Step 1 Click Report > Report > People Counting. 

Step 2 Select the required Rule (People Counting, Area People Counting, or Queuing). 

Step 3 Choose the Statistics Type such as People No. 

Step 4 Select a time range using Today, This Week, This Month, This Year, or manually set the Start Time and 

End Time. 

Figure 10.2 People counting 

 
 

10.3 Heat Map 
 
Heat Map is used to analyze the distribution and frequency of human activity in a scene over a specified period. 
 
 
This function is available in selected devices. 
 

Procedure 
 
Step 1 Click Report > Report > Heat Map. 

Step 2 Choose the statistics mode: People No. (based on number of people) or Time (based on dwell time). 

Step 3 Set the Threshold value to define the minimum number of detected humans for heat map generation. 

Step 4 Select a time range using Today, This Week, or manually set the Start Time and End Time 

Note: The search range cannot exceed 7 days. 

Step 5 Click Search to generate and view the heat map report. 

 
Figure 10.3 Heat Map 
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11 Appendix 1 Cybersecurity Recommendations 
 

Account Management 

1. Use complex passwords 

Please refer to the following suggestions to set passwords: 

● The length should not be less than 8 characters; 

● Include at least two types of characters: upper and lower case letters, numbers and 
symbols; 

● Do not contain the account name or the account name in reverse order; 

● Do not use continuous characters, such as 123, abc, etc.; 

● Do not use repeating characters, such as 111, aaa, etc. 

2. Change passwords periodically 

It is recommended to periodically change the device password to reduce the 

risk of being guessed or cracked. 

3. Allocate accounts and permissions appropriately 

Appropriately add users based on service and management requirements and 

assign minimum permission sets to users. 

4. Enable account lockout function 

The account lockout function is enabled by default. You are advised to keep it 

enabled to protect account security. After multiple failed password attempts, 

the corresponding account and source IP address will be locked. 

5. Set and update password reset information in a timely manner 

The device supports password reset function. To reduce the risk of this function 

being used by threat actors, if there is any change in the information, please 

modify it in time. When setting security questions, it is recommended not to 

use easily guessed answers. 

Service Configuration 

1. Enable HTTPS 

It is recommended that you enable HTTPS to access web services through secure channels. 

2. Encrypted transmission of audio and video 

If your audio and video data contents are very important or sensitive, it is 

recommended to use encrypted transmission function in order to reduce the risk 

of your audio and video data being eavesdropped during transmission. 

3. Turn off non-essential services and use safe mode 

If not needed, it is recommended to turn off some services such as SSH, SNMP, 

SMTP, UPnP, AP hotspot etc., to reduce the attack surfaces. 

If necessary, it is highly recommended to choose safe modes, including but not 

limited to the following services: 
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● SNMP: Choose SNMP v3, and set up strong encryption and authentication passwords. 

● SMTP: Choose TLS to access mailbox server. 

● FTP: Choose SFTP, and set up complex passwords. 

● AP hotspot: Choose WPA2-PSK encryption mode, and set up complex passwords. 

4. Change HTTP and other default service ports 
 

It is recommended that you change the default port of HTTP and other services to 

any port between 1024 and 65535 to reduce the risk of being guessed by threat 

actors. 

Network Configuration 

1. Enable Allowlist 

It is recommended that you turn on the allowlist function, and only allow IP in the 

allowlist to access the device. Therefore, please be sure to add your computer IP 

address and supporting device IP address to the allowlist. 

2. MAC address binding 

It is recommended that you bind the IP address of the gateway to the MAC address 

on the device to reduce the risk of ARP spoofing. 

3. Build a secure network environment 

In order to better ensure the security of devices and reduce potential cyber risks, 

the following are recommended: 

● Disable the port mapping function of the router to avoid direct access to 

the intranet devices from the external network; 

● According to the actual network needs, partition the network: if there is 

no communication demand between the two subnets, it is 

recommended to use VLAN, gateway and other methods to partition 

the network to achieve network isolation; 

● Stablish 802.1x access authentication system to reduce the risk of illegal 

terminal access to the private network. 

Security Auditing 

1. Check online users 

It is recommended to check online users regularly to identify illegal users. 

2. Check device log 

By viewing logs, you can learn about the IP addresses that attempt to log in to 

the device and key operations of the logged users. 

3. Configure network log 

Due to the limited storage capacity of devices, the stored log is limited. If you 

need to save the log for a long time, it is recommended to enable the 

network log function to ensure that the critical logs are synchronized to 
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the network log server for tracing. 

Software Security 

1. Update firmware in time 

According to the industry standard operating specifications, the firmware of 

devices needs to be updated to the latest version in time in order to ensure 

that the device has the latest functions and security. If the device is 

connected to the public network, it is recommended to enable the online 

upgrade automatic detection function, so as to obtain the firmware update 

information released by the manufacturer in a timely manner. 

2. Update client software in time 

It is recommended to download and use the latest client software. 

 

Physical Protection 

It is recommended that you carry out physical protection for devices (especially 

storage devices), such as placing the device in a dedicated machine room and cabinet, 

and having access control and 

key management in place to prevent unauthorized personnel from damaging 

hardware and other peripheral equipment (e.g. USB flash disk, serial port). 

It is recommended that you change the default port of HTTP and other services 

to any port between 1024 and 65535 to reduce the risk of being guessed by 

threat actors. 

Network Configuration 

4. Enable Allowlist 

It is recommended that you turn on the allowlist function, and only allow IP in 

the allowlist to access the device. Therefore, please be sure to add your 

computer IP address and supporting device IP address to the allowlist. 

5. MAC address binding 

It is recommended that you bind the IP address of the gateway to the MAC 

address on the device to reduce the risk of ARP spoofing. 

6. Build a secure network environment 

In order to better ensure the security of devices and reduce potential cyber 

risks, the following are recommended: 

● Disable the port mapping function of the router to avoid direct access to 

the intranet devices from external network; 

● According to the actual network needs, partition the network: if there is 

no communication demand between the two subnets, it is 

recommended to use VLAN, gateway and other methods to partition 
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the network to achieve network isolation; 

● Stablish 802.1x access authentication system to reduce the risk of illegal 

terminal access to the private network. 

Security Auditing 

4. Check online users 

It is recommended to check online users regularly to identify illegal users. 

5. Check device log 

By viewing logs, you can learn about the IP addresses that attempt to log in to 

the device and key operations of the logged users. 

6. Configure network log 

Due to the limited storage capacity of devices, the stored log is limited. If you 

need to save the log for a long time, it is recommended to enable the 

network log function to ensure that the critical logs are synchronized to 

the network log server for tracing. 

Software Security 

3. Update firmware in time 

According to the industry standard operating specifications, the firmware of 

devices needs to be updated to the latest version in time in order to ensure 

that the device has the latest functions and security. If the device is 

connected to the public network, it is recommended to enable the online 

upgrade automatic detection function, so as to obtain the firmware update 

information released by the manufacturer in a timely manner. 

4. Update client software in time 

It is recommended to download and use the latest client software. 

 
Physical Protection 

It is recommended that you carry out physical protection for devices (especially 

storage devices), such as placing the device in a dedicated machine room and 

cabinet, and having access control and 

key management in place to prevent unauthorized personnel from damaging hardware and other 
peripheral equipment (e.g. USB flash disk, serial port). 
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Thanks for Choosing CP Plus! 

 
 
 
 
 
 
 
 
 
 

 
Website: - www.cpplusworld.com 

Email id: - sales@cpplusworld.com; support@cpplusworld.com 

http://www.cpplusworld.com/
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